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Abstract

Attempts by insiders to exfiltrate data have become a severe threat to the enterprise. Conventional
data security techniques, such as access control and encryption, must be augmented with
techniques to detect anomalies in data access that may indicate exfiltration attempts. In this talk,
we first present DBSAFE, a system to detect, alert on, and respond to anomalies in database
access designed specifically for relational database management systems. The system
automatically builds and maintains profiles of normal user and application behavior, based on
their interaction with the monitored database during a training phase. Application profiling uses a
novel technique based on concoling testing by which DBSAFE is able to track and record the
queries executed by an application depending on the application input parameters. The system
then uses these profiles to detect anomalous behavior that deviates from normality. Once an
anomaly is detected, the system uses predetermined policies guiding automated and/or human
response to the anomaly. We then discuss future work and open research directions.
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